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Abstract

This white paper describes the technical features of a system for protecting the
evidential value of digital data developed by Cornerstone Enterprises (Bermuda)
Ltd and marketed under the brand name Evident Technologies”. The system
authenticates evidence metadata including the who, what and when of any digital
object including electronic documents, images, video clips, web transactions, XML
data and EDI exchanges.

The system is based upon a cryptographic seal produced by a single integrated
trusted service. Using Evident Technologies products provide an Evident Seal
that removes any ambiguity over the status of an authenticated user identity, and
avoids the need for complicated revocation management services, by binding a
validated authenticated identity to a single transaction, for long term evidence.
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The Evident Seal maintains the authenticity of evidential data over the long term
through the maintenance of seal archives. The system incorporates a flexible
registration scheme that enables identification appropriate to the business. The
system can interface to a range of existing authentication schemes ranging from
simple passwords to biometrics and public key certificates. In addition to
supporting text, HTML and XML based encoding, Cornerstone has developed a
flexible mechanism for encoding sealed documents based on MHTML [RFC 2557].
Evident Technologies products are able to support a wide range of systems,
document and multi-media formats as well as providing the user with a visual
representation of the seal.

The white paper also outlines the capability of Evident Seal to meet the
requirements of "“Qualified Certificates” as defined in the EU Directive on
Electronic Signatures. This is a form of transaction certificate which targets the
“Qualified” features to individual transactions, minimizing the liabilities of the
“Certification Service Provider” to the sealed transactions.

Introduction

Electronic data is an essential part of many of today’s business. For example,
electronic mail is regularly used for trading between businesses. Deals are often
set up based on information exchanged via e-mail with minimal assurance that
the messages are not sent by impostor. Severe damage can be done to a
business’ standing through misuse of e-mail. A single mail misrepresenting a
company can put it in a position where it looses the confidence of all its trading
partners, and even find itself in a legal dispute. The need to protect the
authenticity of electronic exchanges is recognised, for example, in recent
European legislation on invoicing and value added tax (EU council directive
2001/115/EC) that states that invoices “shall be accepted ... provided that the
authenticity and integrity of the contents are guaranteed.”

When presenting electronic evidence in court, either in criminal cases or civil
disputes, the court has to be convinced that the data is authentic and has not
been tampered with. This can be difficult with data in electronic form, which may
have been copied from system to system and can’t be shown as a physical object
that exists at a fixed point in space and time. It can be difficult to pin down who
may have had the ability to affect the authenticity of evidential data from the
time it is created to the time that it is presented in court.

Public key technology and digital signatures has long been seen as the solution to
authenticating identify and data, but there are major problems with the
conventional Public Key Infrastructures (PKI), and conventional PKI does NOT
providing long term electronic evidence. Conventional PKI was primarily designed
for authentication purposes, it is a fact of life that humans have multiple identities
which they use in different contexts (i.e. personal, business, role, credit card
holder, etc), thus in conventional PKI terms users must have multiple certificates
and as user’s identities change it must be possible to change, replace and
REVOKE certificates. However, to meet requirements for long term evidence it
must NOT be possible to REVOKE evidence and the evidence MUST historically
prove the identities of the users in the particular instance of a transaction or
event. Evidence thus requires proof of ALL the identities of the users involved at
the time of the transaction, bound to the transaction. Also, the complexities of
providing conventional public key infrastructures (PKI) with the need for
components for certification, revocation, time-stamping etc, and the management
overhead of key management of multiple identities, with registration and
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revocation of these identities hasmade using PKI very expensive to install and
operate

A business commonly will need to keep records for several years so that, for
example, they can be checked by auditors or used to clarify disputes with
partners. Thus, it is necessary that protection on the authenticity of business
data can be maintained over long periods. In such situations it is not be
sufficient for the protection and evidence to be only provable at the time of
transaction, it may be necessary to be able to check the validity of business data
long the event. This is impossible with conventional public key systems, which
are based on public key certificates (e.g. as defined in [X.509]) generally issued
for period of one or more years. For example, if the certificate has been
subsequently revoked it can be difficult to gain assurance of the certificate status
at the time of the transaction. The application of time-stamping techniques (e.g.
as defined in [RFC 3161]), which can be used to provide evidence of the signing
time and hence whether subsequent revocations apply to the protected
transaction, can help in assuring data authenticity in the long term (see [RFC
3126], [ETSI TS 101 733] and [ETSI TS 101 903]). But what happens when the
time-stamping certificate is revoked. Also, in situations where data authenticity is
required for periods longer than the public key certificate was issued, the
difficulty in obtaining the relevant revocation information increases significantly.
Thus, conventional PKI key revocation techniques cannot be used where evidence
needs to last for long periods.

Due to the difficulties in assuring the long-term authenticity of electronic records
and their legal status, most businesses depend on paper records for essential
records that need to be kept over the long term. This can be a significant cost
burden and a major impediment to business in making full advantage of
electronic data processing.

Many of the existing methods of applying digital signatures to electronic data are
aimed at computer-to-computer interactions. Giving direct human visibility to the
authentication data and means of gaining confidence through understanding the
protection applied is commonly not a direct concern. The data relating to digital
signatures is generally encoded in binary strings which are invisible to the human
user, and when display to the user, such as with certificate viewers, what is
displayed is in general meaningless to the user.

This paper describes a system for data authentication developed by Cornerstone
that exploits multiple techniques and technology, including public key technology
without the need to deploy a full Public Key Infrastructure (PKI). By targeting the
particular concerns of data authenticity and applying security directly to individual
transactions, it is possible to provide long term evidence of authenticity, make
significant cost savings whilst improving the security of the system over existing
PKI systems, make security more responsive to human behaviour and provide it
in such a simplistic way that it’s easily understandable. In particular Evident
Seals:

- Provides security protection through a single trusted “sealing” service;

- Assures the authenticated identities for a particular transaction;

- Registers users in a manner which matches the existing bilateral business
relationships;

- Ensures that the validity the authentication can be checked long after it has
been applied;

- Applies the authentication in a way that can be understood by both humans
and computers.
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Protection Afforded by Evident Seals

The Evident Seals provides independent evidence of Evidence Metadata including
the Who, What, When of the document (data), evidence data record or other
evidence data objects. It authenticates the identity of the user on whose behalf
the data is sealed. It protects the integrity of data by ensuring that any
modification to the data can be detected. The seal also binds data with a time
marking derived from a trusted source of time.

Once sealed, the protected data is “non-repudiable”. That is to mean, once
sealed, the users (individual or organization) are identified in the seal, and
assumed to be in sole control of the software requesting the seal, cannot deny
having held the data authenticated by the seal at the identified time. This
protection is afforded to the data once sealed, and once sealed data can be
copied between systems, sent over the Internet, placed in a database, and the
authenticity of that data would still be assured. The originator or any other party
holding the data cannot modify it and then claim that the data is the authentic
original.

The Evident Seals can be used in conjunction with other security controls, such as
smart card or biometric devices to authenticate human users in a way which
minimises the chance of the user not being present at the time of sealing.
Security controls such as firewall and virus scanners can reduce the risk of virus
and other external attacks on the user’s software.
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Sealing Operation

The basic operation of the Evident Technologies Sealing system is illustrated in
the following figure:

Seal Request Seal
(Data Hash, (Data Hash,
Authenticated Time,
User ID User ID,
evidencé evidence
Metadata
metadata) tadat )
Authority
Trusted
@Time _
Sealing
Authority

The user/system requiring data to be sealed produces a mathematical digest or
hash of the data using a one-way function, such as SHA-512, and sends this in an
authenticated request to a sealing authority. The sealing authority checks the
user authentication, obtains the current time from a trusted clock and, if the
request is valid, sends back a digitally signed seal certifying that:

e Data represented by the given hash

e Held by the identified user at the given time
The ‘credentials’ (certificate, password, biometic ....) used to authenticate the
user was correct at that time.

The seal and associated data is placed in a secure audit log and archived for the
period of time required to provide supporting evidence for the sealed data. This
audit log does not compromise the confidentiality of the user data, as it only
contains a one-way hash of the data, but can be used to validate the authenticity
of the data without depending on the long-term security of any keys employed.

This sealing service provides the equivalent of the conventional PKI certificate,
time-stamp and revocation-status service in a single component with long term
properties.

The functions of the sealing authority are implemented in a secure server system,
with a FIPS 140 compliant cryptographic module and secure links to a trusted
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time source. The architecture for Evident Technologies Sealing service allows for
full redundancy. In the case of failure of one sealing server, the user requests
are directed at alternative trusted sealing servers.

The sealing service can be offered as a public service accessible through the
Internet. In addition, customers can operate their own server to act as it own
sealing authority, sealing data for members of its own organisation.

Encoding of Sealed Document

The format of the seal itself is based on standard signed data structures. This
structure is initially based on the binary formats used in [RFC 2630], [RFC 3161]
and XML.

The conventional PKI based signed data structures are not in a form that is
readily understood by humans. Therefore, Evident Seal includes a plain language
header describing the seal in words that are readily understood. An example of a
binary seal with plain language header is illustrated below:

Evident Seal - Transaction Seal (1) Sealed by Cornerstone
Enterprises (Bermuda) Ltd on behalf of J Ross technical director
(User 1ID:10882) of Cornerstone Enterprises (Bermuda) Ltd
(Community ID:10028) Sealed on: 28/02/2007 16:33:29.469
uTC

MIIDUAYJKoZIhvcNAQcCoIIDQTCCAzOCAQMxCzAIBgUrDgMCGg
UAMIIBMgYLKoZIhveNAQkQAQSgggEhBIIBHTCCARKCAQEGCisG
AQQBhFkKAWEWHzAHBgUrDgMCGgQU31BZjHalyFw4MZ6nBzES
e60whMYCBAA+PtYYEzZIWMDMwMjI4MTYzMzI5LjQ20VowCgIBAI
ACAfSBAQABAf8CBIoXAABZB6CBtKSBsTCBrjELMAKGA1UEBhMC
ROIxIzAh

The Evident seal may be included with data using text, HTML, XML or through use
the MHTML aggregate multi-media document structure standardized in [RFC
2557]. Using the flexibility of the seal structure, it is possible to display a seal
plain language header in a manner that clearly associates it with the document
being sealed. Also, the seal structure can be used to handle a wide range of
document types including Microsoft Word, Web pages, images, video clips.
Sealed documents can be displayed in any capable web browser, such as Internet
Explorer, without the need for special software.

The seal structure can handle multiple file structures at the same time, thereby
binding together many types of data, such as; documents, images, voice and
video into one evidence block of data with non-repudiation properties, proving the
validity of the data and the association between the data, such as a voice or
video annotation to a legal document.
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An example of a sealed document is shown below:

3 mhtmlfile:/ /D:\ Temptterms.doc.MHT - Microsoft Internet Explorer & | Dlﬂ

J File Edit “iew Favorites Tools Help

| @eack - = - @ 9] A | Qozarch GaFevorkes Fvede F| 7| Goo glev| | Eoszarch web 2

Eq-\'l'l'Z'l'B'\"t'\'5'\'5'\'}"\'8'\'9'\'IU'\'11'\'12'\'13'I'14'\'15_ j

A Solicitor Co

S 4 30 -2

Terms and Conditions for Mr Joe Smith

-

i)

The third party shall ensure that the second party gives the first
party, for and beyond any other conditions not given here, no
guarantees whatsoever.

-

-
Z -
= »
e V 'i d e n t GrowlTech: Receipt & Record - Transaction Seal (1) il
A Sealed by Security and Standards Ltd on behalf of
tEChHOIUQIES N Mick Pope (User [D:10852) of Securty And Standards (Community 10:10028) =
Sealed on: 22002003 16:28:13.242 UTC b
Click here to validate
|!§| Done l_ ’_’_ Unknown Zone (Mixed) A

A sealed document can be easily validated using a link to a trusted validation site
that checks that the sealed document is authentic.

Community Registration

The Evident service is designed to maximise flexibility of user authentication and
identification through use of business lead registration system, called community
registration. Community registration is operated by a trusted authority that
confirms the user authentication and identification as applicable to its community.
The community registration authority can use existing authentication systems,
including simple passwords and public key certificates, to introduce an existing
authenticated user to the Evident Service, or establish its own authentication
information specifically for the Evident Service.

The community registration authority provides the community specific registration
information to the sealing service through a registration document that is sealed
by both the user and the registration authority. This registration document
provides a statement, electronically signed, using seals, from both parties.
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The registration document is illustrated below:

fj Evident Technologies™ - Registration Document - Windows Internet Explorer

' * C\Work files\Coumerstane\techical work\technical docur i istration process spec\registrationdocument.html

GO\JSIC G~ Gu{t@.‘j E v ‘ ﬂ? Bookmarksv @36 blocked ‘ "\'}‘ Check v 3 Autalink = =| AutaFil {e Sendtow (i) Settings+ @ v
n »
v e | @ Evident Technologies™ - Registration Document | f‘} v ovmy §| ;__‘,‘PEgE v i Tools v

Evident Technologies™ Registration Document
A licence has been allocated to you under the following details:

If any of these details are incorrect, please contact the administrator or supplier who provided you with the licence key.

User Id 08330844

Registering User User Name Test User
Email m.clarke@evident-technologies.com
Community Id 3

For Community
Community Name Trial

. . RA User Id 56729126

By Registration Authority

RA User Name Mike Clarke

Other Information

ONLY CLICK I AGREE IF THE DETAILS GIVEN ABQVE ARE CORRECT.

nm »

IF ANY OF DETAIL3 GIVEN ABOVE ARE INCORRECT, OR IF THEY
LATER BECOME INVALID, YOU MUST CONTACT REGISTRATION
SUPPORT THROUGH THE WEB SITE GIVEN BELCW.
Licence Agreement
ALS0, IF AT RNY TIME YOU SUSPECT THAT THE SECURITY OF
PASSWORDS, KEYS OR OTHER ACCESS CODES HAVE BEEN
COMPROMISED OR THE SECURITY OF THIS COMPUTER HAS BEEN
OTHERWISE COMPROMISED YOU MUST REVOKE YOUR KEYS OR CONTACT ~

] 1 Evidence Seal (4)
evi th_nt Sealed by Comerstone Enterprises Ltd on behalf of
technologies > rest User (User ID:98339844) of Trial (Community ID:3)
Olickharetoalidats | o104 on; 1810612007 16:50:51.748 UTC -

m o

vidence Seal (4)

y Comerstone Enterprises Ltd on behalf of

Mike Clarke (User ID:56729126) of Trial (Community ID:3
Sealed on: 18/06/2007 16:50:54.148 UTC g

o

evident
technologies ~
Click hereto walidae

1 Computer| Protected Mode: Off ®100% ~

Teqistration process . / comnerstone present... | /2 Evident Technologi... | <3l AEe o7

This approach has several advantages:

e the registration represents the bilateral nature of registration;
the community registration authority is clearly differentiated from the
sealing authority;

e the registration document can be presented as a human readable
authentic document as well as set of data that can be processed to set up
the user’s information within the sealing authority system;

e the registered name selected for a user fits in with the needs of the
business community;

e A user can have several authenticated identities each being appropriate to
the community or business for which the seal applies.

Legal Recognition

The Evident Seal is legally recognisable as an electronic signature under national
and international legislation including:
e EU Framework Directive on Electronic Signatures [EU Directive
1999/93/EC]
e UK Electronic Communications Act 2000, [UK E-Comms Act]
e USA Electronic Signatures in Global and National Commerce Act 2000 [US-
ESign]
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There is also an advanced form of electronic signature specified in the EU
Directive on electronic signatures. This is based on a special form of certificate
called a “qualified certificate”. Special requirements of the form and issuance of
“qualified certificates” are specified in two annexes to the directive. To date,
implementations of Qualified Certificates are based on public key certificates as
defined in [X.509]. An alternative implementation of Qualified Certificates can be
provided, this is based on a “qualified” form of a Evident seal which includes the
attributes required by the directive, and is to be accredited to meet the
requirements of “certification service providers” issuing “qualified certificate”.

The Qualified form of the Evident seal brings together the legal advantages of the
“qualified certificate” with the advantages of sealing individual transactions to
provide a “Transaction Qualified Certificate” (TCQ). By being transaction based th
e TQC can ensure the validity of the certified attributes, such as the user name
and key, on a per transaction basis and at the time of the transaction. The
issuing “certification service provider of the TQC” (CSP) can control its liabilities
on a transaction by transaction bases, whereas with conventional certificates the
CSP Liability is associated with the certificate which can be used in any number of
transactions.

Applications

The applicability of Evident Sealing is virtually unlimited. Wherever data in is
electronic form (e.g. document, record, transaction, image, voice, video) needs to
be preserved as evidence, Evident Sealing can be used to prove the authenticity
of that data. When multiple files are sealed together it also proves the association
between the files in an evidential context. Once sealed, electronic documents can
be held for as long as required, and validated against the seal whenever
necessary, providing the durability normally associated with legal paper
documents. Applying sealing to corporate email protects the company against
misrepresentation. Unlike existing secure email systems, sealed mail can be
viewed by any recipient with an appropriate web browser (e.g. Internet Explorer)
and the sealed email can be configured in various way, providing other security
services, such as confidentiality and proof of receipt of the sealed data.

Evident Sealing provides a universal solution for protecting e-commerce
transactions. Commercial orders, invoices can be sealed and kept for later use as
proof of the transactions. Web purchase confirmations can be sealed to provide
proof of purchase. By sealing electronic tickets, both the buyer and the travel
company have immediate proof. By sealing transactions disputes over the
content of the transaction can immediately be resolved.

In computer forensics the application of Evident Sealing to all digital evidence
when collected prohibits evidence tampering helping all parties to find the truth of
the matter.
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Cornerstone can offer sealing for a range of applications including:

e An add-on to a corporate email system so that messages send and
received from the company are Evident sealed and can be proven to be
authentic;

e A Desktop File Sealer for Evident sealing any type and multiple files at the
desktop;

e An Evident seal managed service.

Evident Sealing is also offered as a tool-kit for application developers and web
service providers to incorporate sealing into other applications

Conclusions

Evident Sealing provides a cost effective solution for authenticating data that is
simple to install and provides enhanced levels of security. The seal provides
evidence of the Who, What, When and other evidential metadata, in a manner
that is non-repudiable, as required to prove a fact in a court of law.. Evident
sealing various files types together proves the association of the files and can
thus be used to provide collateral and witness information, such as required for
Notarization services. Customer confidence is maximised by providing strong
evidence which is directly visible and lasts for long periods of time. The sealing
system is designed to enable users to be managed in a way which fits in with the
business needs without imposing the excessive management overheads normally
associated with PKI.

The sealing system provides long term evidence without the need for a third
party to keep a copy of the user documents, therefore the actual user data never
leaves the user environment minimising the risks to the confidentiality to user
data.

Evident Sealing secures the business process without imposing security process
on the way business is done.

Intellectual Property Rights

The IPR for the Evident Sealing system described by this paper belongs to
Cornerstone Enterprises (Bermuda) Ltd and is subject to several world-wide
patent applications.
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